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Professional Summary
Expertized in Network Engineer specializing in enterprise and data center networking, with skilled in routing, switching, firewalls, SD-WAN, Cisco DNA Center and ACI including the Design, Deployment, and providing network support, installation, and analysis. Led successful deployments and optimizations of Viptela SD-WAN solutions across global branches, integrating intelligent traffic steering, dynamic path selection, and application-aware routing for enhanced performance and reliability. Deployed Palo Alto NGFWs for migration and configuration, along with setting up advanced security policies, NAT, VPN, and threat prevention; enforcing NAC policies through Cisco ISE (802.1X, dynamic VLANs, device profiling) and implementing Cisco DNAC for centralized policy management, SD-Access, and Trust Sec.
· Cloud networking is configured smoothly across various platforms such as AWS (Transit Gateway, Direct Connect), Microsoft Azure (Traffic Manager, Load Balancer), VMware (vSphere, NSX), and Zscaler (ZIA, ZPA) for secure and efficient connectivity to the cloud and hybrid environments.
· Managed load balancers in the enterprise space with F5 LTM/GTM, Citrix NetScaler, and A10 Networks, implementing global traffic distribution, SSL termination, and advanced health monitoring, to ensure availability.
· Deployed Cisco Meraki, Aruba, and Juniper MIST wireless solutions in high-density environments, ensuring RF optimization, VLAN segmentation, and 802.1X authentication.
· Conducted predictive site surveys using Ekahau to plan and optimize wireless coverage and performance.
· Proficient in network monitoring tools such as Wireshark, SolarWinds, Splunk, and SNMP-based monitor systems.
· Developed and maintained scalable enterprise networks with multi-layer switching, BGP/OSPF routing, SD-WAN integration, and ACI automation, improving traffic flow, redundancy, and overall network performance.
· Developed Ansible playbooks and Terraform modules to automate provisioning of network devices, configuration management, and compliance enforcement, which further reduced any human intervention in deployment times.
· Integrations and fine-tuning were performed with Citrix NetScaler ADC and F5 BIG-IP iRules for GSLB, traffic steering, and SSL/TLS offloading, guaranteeing high availability and seamless application delivery.  
· Implemented and optimized DMVPN, IPsec, and SSL VPNs, applying IKEv2/IPsec with AES-256 encryption on Palo Alto, Juniper SRX, and Cisco ASA firewall for secure remote access. 
· Adept at CDN performance optimization (Cloudflare, Akamai) for low-latency, secure content delivery.
· Designed and managed ACI Multi-Site and Multi-Pod architectures enabling disaster recovery, stretched fabrics, and policy consistency across geographically distributed data centers.
· Deployed NGINX and HA Proxy reverse proxies with WAF (Web Application Firewall) integration, enabling SSL offloading, Layer 7 traffic inspection, rate limiting, and application security hardening for enterprise workloads. 
· Specialized in VoIP technologies (CUCM, SIP, QoS) and wireless networking (WLAN controllers, AP deployments, RF optimization).
Certifications
· Cisco Certified Network Professional, CCNP.
· Cisco Certified Network Associate, CCNA.
· Palo Alto Certified Network Security Engineer, PCNSE.
Education
Masters In Computer Sciences                                                                                                                                         
Wright State University, Ohio	 
Bachelors in Computer Sciences                                                                                                                                       	 
Dr. MGR University, India 
Technical Skills: 
	Routers
	Catalyst 8300 and 8200 Series Edge Platforms, ASR 9000 Series (9006, 9010,920), Juniper MX960, Arista 7800R Series, Cisco ISR 4000 Series, IR 809 and IR 1101.

	Switches
	Cisco Catalyst Series (9400, 9300, 9200, 8500, 8300, 8200), Cisco Nexus Series 3k,5k,7k,9k, Cisco Meraki Series (MS390, MS250-48P), Arista 7000 Series (Cloud-grade switches).

	Wireless
	Cisco WLC, 802.11 a/b/g/n/ac/ax, 802.1X, EAP/PEAP, Aruba ClearPass, Ekahau, Cisco ISE, Air Magnet, AirWatch (VMware Workspace ONE), Aruba Central, Cisco DNA Spaces.

	Protocols
	OSPF, EIGRP, BGP, VLANs, VTP, PAGP, LACP, MPLS, HSRP, VRRP, GLBP, TACACS+, RADIUS, AAA, SNMP, VPC, VDC, MLAG.

	Firewalls
	Palo Alto Networks (PA-2K, PA-3K, PA-5K, PA-7K Series), Cisco (Firepower, ASA 5500 Series), Fortinet (FortiGate 6000 Series), Symantec Blue Coat (Proxy SG), Check Point Firewalls.

	Load Balancers
	F5 Networks (BIG-IP LTM, BIG-IP GTM), Citrix NetScaler ADC, Cisco (CSM, ACE), A10 Networks ADC, Azure Load Balancer (Cloud-native).

	Security Protocols
	IKE, IPSEC, SSL-VPN, ACL, NAT, PAT, URL Filtering, SSL Forward Proxy, VPN, Port-Security, SSH, AAA, Ingress & Egress Firewalls, Load Balancing, IDS/IPS, SNMP Trap

	WAN Technologies
	 SD-WAN, PPP, OC3, SONET, L2VPN, L3VPN, VPLS.

	Cloud Technologies
	AWS (Transit Gateway, Direct Connect, Network Load Balancer), Microsoft Azure (Traffic Manager, DDoS Protection, Load Balancer), Zscaler (ZIA, ZPA), VMware (vSphere, NSX, ESX), Citrix ADC, Cisco ACI, and Cisco Nexus Cloud.

	Management Tools
	Wireshark, Splunk, SolarWinds (NPM, NCM, SAM), Cisco DNA Center, NetScout, Thousand Eyes, Nagios, Zabbix, Infoblox, Splunk, Logic Monitor, Grafana, Prometheus, PRTG.


Professional Experience
Role: Network Engineer 	 Oct 2024 - Present 
Client: Lowe's Companies Inc, Austin, TX. 
Project Description: Led the successful deployment of Viptela SD-WAN solutions across 20 branch offices, optimizing network performance and reducing WAN costs by 30%. Designed and configured Virtual Device Contexts (VDC) and Virtual Port Channels (VPC) for scalable and flexible network segmentation.
Responsibilities:
· Implemented Versa SD-WAN across 20 branch offices, integrating MPLS, broadband, and cloud connectivity, achieving 2x faster application response times, uptime by 30%, and overall network reliability.
· Led various projects to deploy Cisco ACI fabric with Spine-Leaf architecture for enabling application rollout 3x times faster and reduce configuration errors by 60%, consequently enhancing scalability and reliability.
· Configure and optimize Versa SD-WAN policies for intelligent traffic routing, application-aware prioritization, and real-time path selection to optimize efficiency and security.
· Implemented advanced Cisco ACI policies using VXLAN, VTEPs, VNIDs, and EVPN to automate networks better and to maintain integration across enterprise environments.
· Deployed Cisco DNA Center with Catalyst 9000 series switches to implement SD-Access, automating the policies enforcement and enabling secure, scalable network segmentation across the enterprise.
· Implemented SD-wan using Viptela on Cisco ISR 1000 series routers, configuring centralized policies and templates for efficient network management and optimized traffic routing.
· Cisco Meraki Wireless Switches (MX33) and SD-WAN (MX100) were configured to maximize network performance and ensure safe connectivity in dispersed areas. 
· Configured and deployed Juniper devices, including MX480, EX8200, EX4500, EX4200, and SRX5800, ensuring network performance, scalability, and adherence to design requirements.
· Deployed scalable network and application architectures using HLD blueprints and refined them into LLD documents to guide smooth build and configuration phases.
· Implemented fabric technologies like EVPN, VXLAN, VPC (Virtual Port Channel), and MLAG (Multi-chassis Link Aggregation) in Arista and Cisco Nexus switches for scalable and resilient data center architectures.
· Migration and implementation of Palo Alto Next-Generation Firewall series (PA-500, PA-3060, PA-5060, PA-7050, and PA-7080). Third-level support for routers, switches, and firewalls.
· Integrated Palo Alto Networks PA-7050 with LDAP and Active Directory to enforce user-based policies, utilizing user identification features to apply security measures based on user identity.
· Palo Alto PA-7500/5445 and Checkpoint R80/R80.10 firewalls were deployed implementing advanced security policies for perimeter defense and compliance.
· Designed and implemented Zero Trust Network Access (ZTNA) solutions with Palo Alto Strata to secure remote and on-premises access to applications and resources.
· Deployed Fore scout policies to automate network access decisions using 802.1X, SNMP, and switch port-level integrations across Cisco and Aruba infrastructure.
· Integrated Fore scout with Active Directory, DHCP, and SIEM platforms (Splunk / Q Radar) to enhance real-time user identification and threat correlation.
· Implemented and tuned FortiGate NGFW clusters (100F–1500D range) across data-center and branch environments, enforcing application-aware security, SSL-inspection, threat-prevention policies for 4K+ users with 99.99% uptime.
· Led migration from legacy firewall stack to FortiGate HA pairs, delivering 30% improvement in east-west traffic visibility and reducing security policy conflicts by ~40% through structured object-based rule design and cleanup.
· Implemented Zscaler Internet Access (ZIA) policies across branch and remote users to enforce web filtering, SSL inspection, and DLP controls, ensuring secure and compliant outbound traffic.
· Deployed Zscaler Private Access (ZPA) to replace traditional VPN architecture, providing zero-trust remote access to internal apps with App Connector and ZEN node integrations. 
· Implemented NSX-T micro-segmentation policies across multi-tenant environments, improving lateral-movement control and tightening east-west security without disrupting existing workloads.
· Deployed NSX-T logical switches, segments, and distributed routers to simplify network overlays and provide consistent networking across on-prem and private cloud clusters.
· Led L2/L3 migration efforts from legacy VLAN-based networks to an NSX-backed overlay, ensuring smooth cutovers with minimal downtime through pre-change validation and rollback planning.
· Optimized DFW (Distributed Firewall) rulesets by reorganizing groups, objects, and tags, resulting in faster rule evaluation and cleaner policy structure for operations teams.
· Led the migration of routing protocols to Cisco Firepower platform, designing and implementing OSPF configurations and authentication to ensure secure, seamless traffic flow.
· Akamai Web Application Firewall (WAF) and Bot Manager were put into place to improve defense against automated threats and OWASP vulnerabilities. 
· Citrix NetScaler WAF implementation was carried out for enhancing web application protection against known vulnerabilities and threats to elevate security posture. 
· Implemented F5 BIG-IP GTM configurations to balance application traffic across multiple data centers, ensuring high availability and consistent end-user performance.
· Configured A10 Thunder ADC policies for Layer 4–7 load balancing, leveraging advanced features like aFleX scripting and Global Server Load Balancing (GSLB) for geographic redundancy.
· Enhanced dependability and decreased errors across multi-site installations by automating DNS/DHCP provisioning using Infoblox APIs and Ansible, implementing high availability, monitoring services, and ensuring compliance.
· Implemented Python and Ansible-based automation to handle device provisioning, configuration rollouts, and compliance checks across multi-vendor network environments reducing manual effort and configuration drift.
· Developed Terraform modules to automate provisioning of network infrastructure (VPCs, subnets, firewalls, routing policies), ensuring deployments were secure, compliant, and scalable.
· Implemented and managed Arista Cloud Vision Portal (CVP) for centralized network management, enabling network-wide visibility, configuration automation, and streamlined operations across multiple devices. 
· Integrated Zscaler with Azure AD and Okta for SAML authentication and user group mapping, enabling seamless SSO and dynamic policy enforcement.
· Conducted security incident investigations and remediation analysis, while integrating Azure Active Directory authentication with Zscaler to strengthen secure access controls.
· Deployed and managed Aviatrix CoPilot across hybrid cloud environments to deliver topology mapping, real-time visibility, and advanced traffic analytics for improved network performance and security posture.
· Developed and implemented disaster recovery strategies using AWS services such as AWS Backup, Storage Gateway, and Glacier to ensure data integrity and resilience.
· Engineered scalable and fault-tolerant AWS architectures, leveraging services like VPC, EC2, S3, RDS, IAM, Route 53, and CloudFormation to design and deploy robust cloud solutions.
· Configured and managed 802.1X authentication and Aruba ClearPass, enhancing network security and user access control through policy-based enforcement. 
· Implemented and maintained Cisco Meraki infrastructure and Aruba WLAN systems, guaranteeing smooth network integration and high-performance wireless connectivity. 
· Configure and optimize OSPF and EIGRP routing mechanisms for efficient route propagation, loop prevention, and fast convergence within enterprise networks.
· Configured BGP peering with remote ASNs on Arista 7500R Series switches to enhance network resilience and optimize inbound and outbound traffic paths. 
· Utilized Wireshark and Thousand Eyes for deep packet inspection and path visualization to isolate latency, jitter, and packet-loss incidents in distributed networks.
· Enhanced alerting, dashboard visibility, and performance analysis by configuring and optimizing Datadog monitoring for infrastructure and apps. 
· Implemented SolarWinds SAM, NTA, and DPA modules to provide full-stack visibility into application, network, and database performance across enterprise and transit environments.
· Built custom dashboards and SLA-driven alert frameworks in SolarWinds and Logic Monitor, aligning performance metrics with real-time operational KPIs for proactive service management.
· Developed IPv4 and IPv6 dual-stack deployment methodologies for scalable enterprise networks using TCP/IP addressing schemes. 
· Collaborated with vendors and onsite support teams to optimize physical deployments of racking, stacking and ensure smooth migration or greenfield installations.
Environment: Palo Alto firewall, Cisco Meraki & Viptela SDWAN, F5 Load balancer, AWS, SDN, cisco ACI, Arista, DNAC, and Ansible & python.
Role: Network Engineer 	                                                                                                              Dec 2023 - Sep 2024
Client: AT&T Inc, Plano, TX.
Responsibilities:
· Performed Platform, Regression, Performance, and Threat testing on Palo Alto devices (PA-5260, M-500, PA-7080, and PA-3220) for each PAN-OS version, guaranteeing improved security compliance, 2x issue detection speed, and increased stability across enterprise installations. 
· Implemented Cisco ACI in datacenters, developing a plan that made advantage of cloud orchestration tools and containerized workloads, which resulted to 3x times faster application deployment cycles and more efficient operations for developers and end users. 
· Managing the firewalls, proxy servers, site-to-site and B2B VPNs, client SSL and IPsec VPN gateways for 50 networks with 9000+ users and hundreds of public web apps.
· Involved in the Configuration of Access lists (ACL) on checkpoint firewalls for the proper network routing for the B2B network connectivity. 
· Configuring QoS on Juniper MX Series routers to prioritize voice, video, and data traffic, ensuring high-quality performance for latency-sensitive applications.
· Configure and manage LDAP User management with Checkpoint Smart Directory and Implemented the policy rules and DMZ for multiple clients of the state on the Checkpoint firewall.
· Configured cisco ASA 5500-X series firewalls with version 9.14, implementing advanced security policies, intrusion prevention and VPN services for secure network access.
· Implemented cisco ISE version 2.7 for network access control, enabling role-based access and enhancing security across the enterprise networks.
· Implementing Silver Peak’s WAN hardening features to secure traffic and protect against threats, ensuring robust and reliable connectivity for enterprise applications.
· Integrating Cisco SD-WAN with IOS 17.x, optimizing WAN connectivity, reducing costs, and enhancing application performance across multiple branch locations. 
· Implemented CF Engine policies to automate configuration baselines across Linux fleets, reducing config drift and improving node compliance in production environments.
· Deployed CF Engine agents on distributed server clusters and integrated them with existing monitoring platforms to maintain consistent state and improve visibility during audits. 
· Deployed ONTs across access networks for FTTH/FTTP customers, ensuring stable optical connectivity and reducing last-mile service outages through proper provisioning and signal-level validation.
· Implemented SONET ring configurations (UPS/BI-DIR/MS-BI-DIR) to improve network survivability, enabling automatic path switching and minimizing downtime during fiber cuts or node failures.
· Led routine maintenance and upgrades on SONET ADM nodes, coordinating with transport teams to validate ring health, sync status, and cross-connect mappings without impacting active circuits.
· Optimized ONT activation workflows by aligning profile templates with OLT configurations, improving service turn-up time for broadband, voice, and IPTV services.
· Led field optimization activities involving frequency planning, power adjustments, and antenna tilt calibrations to improve SINR and RSRP metrics in live deployments.
· Conducted post-deployment RF performance assessments using spectrum analyzers and drive-test data to fine-tune parameters and eliminate dead zones.
· Optimized IPsec VPNs, SD-WAN, and BGP routing for hybrid-cloud traffic across 40+ branch sites, improving WAN performance by ~25% and cutting MPLS utilization by $120K annually through link steering and failover tuning.
· Strengthened security posture by building Forti Manager & Forti Analyzer automation workflows, increasing change audit accuracy by 50%, reducing deployment time by 35%, and improving incident-traceability across distributed sites.
· Working on Palo Alto Firewalls, implemented Security Policies using ACL, Firewall, IPSEC, SSL VPN, IPS/IDS, AAA (TACACS+ & RADIUS).
· Configuring ZPA 4.2 and ZIA 7.2 to provide seamless and secure access to internal applications for remote users, ensuring compliance with organizational security standards.
· Implemented IP address management IPAM policies in Blue Cat to eliminate conflicts, optimize subnet allocation, and ensure accurate tracking of IPv4/IPv6 space.
· Integrated Splunk with security tools (SIEM, firewalls, IDS/IPS, endpoint logs) to enhance threat detection and compliance monitoring.
· Deployed F5 BIG-IP ASM version 14.x to protect web applications from threats such as SQL injections, cross-site scripting (XSS) and DDoS attacks. 
· Configured and managed A10 Thunder ADC appliances for Layer 4–7 load balancing, SSL offloading, and application acceleration in enterprise environments.
· Deployed and fine-tuned MPLS Traffic Engineering (TE) tunnels to dynamically reroute traffic based on bandwidth utilization and latency thresholds.
· Utilizing DHCP relay on Cisco ISR 4000 Series routers to forward DHCP requests between different subnets, ensuring seamless IP address assignment across the network.
· Migrated on-premises workloads to AWS cloud with minimal downtime using AWS Migration Hub and Database Migration Service (DMS).
· Configured federated authentication via SSO integrations between cloud identity providers, aligning authentication models across AWS, GCP, and Azure.
· Managed service identities and key rotations across cloud environments, improving auditability and compliance readiness for SOC2 and ISO standards.
· Implemented Azure Role-Based Access Control (RBAC) and AWS IAM policy structures to enforce fine-grained access control across cloud applications.
· Configured, managed, and optimized Cisco Catalyst and Meraki switches, including VLANs, trunk, STP, and port security, to ensure reliable and secure network connectivity.
· Led the integration of Cisco Meraki infrastructure with Cisco Umbrella, enforcing cloud-based DNS security and content filtering policies that reduced malicious traffic by over 40% and improved policy compliance across all sites.
· Directed cross-functional collaboration for Arista wireless deployments, aligning RF design, controller provisioning, and auth policies with enterprise objectives, resulting in a 35% improvement in Wi-Fi performance and reliability.
· Established BGP peering with external ASNs on arista 7500R series switches, enhancing network resilience and optimizing inbound and outbound traffic flow.
· Implemented EIGRP route summarization on cisco Catalyst 9400 series switches to reduce routing table size and improve network performance.
· Implemented Snowflake integration within Jenkins-based CI/CD pipelines, enabling automated schema deployments, data validation, and environment synchronization across development and production stages.
· Configuring QoS on Juniper MX Series routers to prioritize voice, video, and data traffic, ensuring high-quality performance for latency-sensitive applications.

Role: Network Engineer                                                                                                                    Mar 2019 – Aug 2023
Client: Experian, India 
Responsibilities:
· Built and stabilized enterprise LAN and WAN environments by handling switch, router, and firewall configurations end-to-end, starting from physical cabling and IP planning for L2 and L3 design, validation, and production cutover.
· Configured QoS classification and queuing policies across campus LAN and WAN devices to prioritize voice and critical business traffic, preventing packet drops and jitter during peak utilization windows.
· Implemented and maintained Cisco and Aruba switching infrastructure across campus and data-center segments, applying VLAN segmentation, STP tuning, and HSRP failover to ensure fast convergence during link or device failures.
· Implemented dynamic routing using OSPF, EIGRP, and BGP, applying route summarization, filtering, and path control to ensure stable convergence, controlled traffic flow, and reachability across LAN, WAN, and data-center networks.
· Established scalable WAN connectivity using MPLS and Dynamic Multipoint VPN (DMVPN), configuring hub-and-spoke and spoke-to-spoke communication with IPsec encryption, dynamic routing (EIGRP/OSPF) to support branch growth.
· Configured secure remote and site-to-site connectivity through IPsec and SSL VPN tunnels, validating encryption domains, failover scenarios to maintain uninterrupted access for users and applications during link degradation.
· Maintained single sign-on SSO access for internal applications by integrating F5 APM and enterprise services with Active Directory AD and LDAP, reducing repeated authentication failures and cutting user access-related tickets.
· Managed application availability inside server-farm and DMZ zones by configuring F5 BIG-IP LTM and Cisco CSM load balancers, defining virtual servers, pools, and SSL termination to distribute traffic consistently across backend services.
· Integrated enterprise authentication and access controls by configuring Cisco ISE for network access enforcement, onboarding new devices, aligning auth policies, validating authorization results across wired and wireless segments.
· Managed DNS, DHCP, and IPAM using Infoblox DDI, maintaining accurate IP allocation, zone records, and DHCP scopes across sites while preventing address conflicts and supporting reliable service discovery for enterprise applications.
· Maintained perimeter and internal security controls through hands-on configuration of FortiGate firewalls, applying NAT, and security policies to regulate north-south and inter-zone traffic while preserving application performance.
· Executed structured physical deployments in coordination with data-center teams, completing racking, stacking, patching, power validation, and link testing, followed by post-installation verification before production handover.
· Performed detailed packet-level analysis using Wireshark to isolate root causes of latency, drops, and asymmetric routing, correlating traffic behavior with routing, firewall, and load-balancer states.
· Enhanced operational visibility and incident response by configuring SNMP-based monitoring using SolarWinds setting threshold-driven alerts, and making incident documentation in ServiceNow and JIRA for post-incident review.
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